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o Today’s Agenda
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ASmart Grid Security: Whods Wo

AbLayersdé of Con
I Physical Layer
I Cyber Layer
I Privacy Layer
| Storage Layer
AJust What To Do?
AQuestion & Answer
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\/ Who is Worried About Smart Grid Security?
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A Acknowledged by:
I European Network and Information Security Agency (ENISA)

I National Institute of Standards and Technology (NIST)
I Department of Homeland Security (DHS)

I Department of Energy (DOE)

I Federal Energy Regulatory Commission (FERC)
I Government Accountability Office (GAO)

I Selected State Public Utility Commissions
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Ny U.S. DOE and NIST Concerns
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Alncreasing Complexity of the Grid

A Interconnected Networks Can
Introduce Common Vulnerabilities

Alncreasing Vulnerabilities to
Communications

A Introduction of Malicious Software

Alncreased Number of Entry Points and
Paths for Potential Adversaries to
Exploit

A Potential for Compromise of Data
Confidentiality, Including Breach of
Customer Privacy
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verizon Who Said Anything About Complexity?

Second Draft NISTIR 7628 Smart Grid Cyber Security Strategy and Reguirements — Feb 2010
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Figure 2.1 Unified Logical Architecture for the Smart Grid
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“LAYERS” OF CONCERN
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